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Abstract of the contribution: This contribution proposes to update “Solution 1: Not providing subscriber’s or UE’s permanent identity to the user plane function” to resolve the problem of HTTP header enrichment and provides the evaluation and conclusion of the issue.
Introduction
In solution 1 of 3GPP specific information at the user plane function, it is suggested to use TEID to identify UE session between control and user plane function, instead of UE IMSI or other UE permanent identity.

However, during the user plane function node restoration process, a new TEID might be assigned for the UE session, so session ID should be introduce to the control plane function, so that it could maintain the association between the existing UE session and the new TEID.
In addition, there should be a solution for the support of HTTP header enrichment as is identified in the Editor’s Note.
This contribution aims to update the solution with the above additions.

Furthermore, the solution evaluation and conclusion of the sub key issue are also addressed.
Proposal
It is proposed to update “6.1.1.11.2 Solution 1: Not providing subscriber’s or UE’s permanent identity to the user plane function” of the TR 23.714 “Study on control and user plane separation of EPC nodes” to include the above mentioned additions with solution evaluation and conclusion of the sub key issue.
* * * Start of changes * * * *
6.1.1.11.2 Solution 1: Not providing subscriber’s or UE’s permanent identity to the user plane function

6.1.1.11.2.1
Description

In this solution it is proposed to not provide any of the subscriber’s or UE’s permanent identities to the user plane function for any of the functionality listed in the table 4.3-1.

6.1.1.11.2.2
Motivation

The user plane function may be hosted by a third-party owned low-cost data centre closer to the RAN. Moreover, for the third-party data centre owner may not have deployed adequate security measures as the mobile operator itself. In that case, providing the subscriber’s and UE’s identity, such as IMSI, IMEI, MSISDN etc., to the user plane function may risk the subscriber’s privacy and may become the regulatory issue for the mobile operator. Hence, it is proposed to not provide any of the subscriber’s or UE’s identity to the user plane function for any of the functionality listed in the table 4.3-1.
However, since some AS server may require http header enrichment, for which UE permanent identity (e.g. IMSI, MSISDN) is added into the HTTP headers, a solution should be provided to fulfil the requirement with no unauthorized exposure of UE permanent identity to the user plane function.
6.1.1.11.2.3
Use of temporary identifier and container between the control and user plane

There may be a need to identify and address the subscriber’s or UE’s session, e.g. the PDN connection or the UE’s session, at the user plane function from the control plane function, e.g. the PGW control plane function may want to release the PDN connection (and all the information belonging to it) identified by a specific IMSI and APN. In that case a session level temporary identifier – such that it is independent of the subscriber’s or UE’s permanent identity, e.g. TEID or session ID, is used between the SGW and PGW to identify the S5 session – should be used between the control and user plane function. 

The header enrichment information (such as UE’s permanent Identity and other information) can be passed from control plane function to the user plane function in a container, instead of an Sx AVP, only if operator has ensured the adequate security measures of the user plane function to prevent any unauthorized exposure of the user information.

6.1.1.11.2.4 Evaluation
The user plane function is assumed to be agnostic to the mobile network specific information, so the UE’s temporary identifier is used between control plane function and user plane function. In case http header enrichment is required by the AS server, solution 1 provides a mechanism to pass UE permanent identity in the container from control plane function to the user plane function with no unauthorized exposure to the user plane function.

6.1.1.11.2.5 Conclusion
The assumption of the solution is that user plane function may be hosted by a third-party. In such case, operator shall guarantee no exposure of UE privacy to the third party, either technically or with business agreement with the 3rd party..
If the environment is trusted, whether the user plane is deployed by operator or the third-party, for HTTP header enrichment feature the information (such as UE permanent Identity) should be carried in a container from control plane function to the user plane function (if user plane function performs HTTP header enrichment), which is transparent to the user plane function.

* * * End of Changes * * * 
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